NudopmannoHHas naMaTKa A5 00y4AK0 M XCH

C KaXIpIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBHUTHCS OOJIBINE, a MIKOJBHUKU OJHHU
W3 CaMbIX aKTUBHBIX MoJib3oBaresieid Pynera. Mexay TeM, MOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOXHOCTEH, UHTEPHET HECET U MpoOeMbl. DTa NaMsATKa J0JKHA IOMOYb Tebe Oe301acHO
HaXOJHUTHCS B CETH.

KommnerorepHeie BUPYCHI

KomnproTepHelii  BUpPYC  3TO  Pa3HOBUAHOCTH  KOMIIBIOTEPHBIX  IIPOrpamm,
OTJIMYUTETLHOM OCOOEHHOCTHIO KOTOPOM SIBJISIETCS CHOCOOHOCTH K pa3MHOXKEHHI0. B
JIOTIOJTHEHHUE K 3TOMY, BUPYChl MOTYT MOBPEAUTH WU MOJHOCThIO YHUUTOXUTH Bce (hailiibl U
JAHHBIE, IOJJKOHTPOJIbHBIE I10JIB30BATEII0, OT UMEHH KOTOPOro ObuUIa 3aIlylIeHa 3apakEHHAs
ImporpamMma, a TakKe MOBPCANTL WM OAXKE YHUYTOXKUTE ONCPAINOHHYIO CUCTEMY CO BCCMHU
¢aitnamu B 11e10M. B OOJBIIMHCTBE CiIydaeB pacpOCTPaHSIIOTCS BUPYCHI Yepe3 UHTEPHET.

MeTo/1pl 3a1IUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. HUcnonb3yit cOBpeMEHHBIE OTIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD
3alUThl OT BPEJOHOCHBIX MPOTPaMM;

2. TlocrosiHHO ycTaHaBiMBail madytu (LMQPOBBIE 3aIUIATKH, KOTOPbIE aBTOMAaTUYECKU
YCTaHABIIMBAIOTCS C LEIbI0 AOPAOTKU MPOrpaMMbl) U Apyrue OOHOBJIEHUS CBOEH
omnepalMoHHON cucreMbl. CkauumBalli HX TOJIBKO C O(QUIMAIBLHOIO caiiTa
paspabotunka OC. Ecnu cymecTByeT peXuM aBTOMAaTHYECKOTO OOHOBJICHUS,
BKJIFOYH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE MO/ IPaBaMU I0JIb30BATENS, @ HE aIMUHUCTPATOPA.
DT0 HE MO3BOJIUT OOJBUIMHCTBY BPEAOHOCHBIX MPOTpaMM HHCTAJNIUPOBATHCS Ha
TBOEM NEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcnonb3yi aHTUBUPYCHBIE IPOTPAMMHbBIE TPOAYKTHI U3BECTHBIX POU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpanudb QU3NYECKHUI TOCTYN K KOMIBIOTEPY JAJIsl HOCTOPOHHUX JIMIL;

6. Hcnosnb3yil BHELIHUE HOCUTENU UH(DOpMAaLIMK, TaK1e Kak (hiielka, JMCK WiK (aili u3
MHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIbIOTEpHBIE (haiiiIbl, MIOJyYEHHbIE U3 HEHAJAEKHBIX UCTOYHHKOB.
Haxxe Te ailnbl, KOTOpble MpHUCIad TBOM 3HakoMbld. Jlydmie yrouHu y Hero,
OTIPABJISUI JIU OH TeOe uX.

cetu WI-FI

Wi-Fi1 - 3T0 He BuJ nepegaun JaHHBIX, HE TEXHOJIOTHsI, & BCETO JIMIIb OPEH/I, MapKa.
Eme B 1991 rony Huumepmanackas xommanus 3apeructpupoBaia Openn « WECAy», dto
oOo3Hayano  cinoBocodyeranue «Wireless Fidelity», koTopblii mepeBOoguTCS  Kak
«OecrpoBOAHAS TOUHOCTHY.

Jlo Hamero BpeMeHHM JoluIa Apyras abOpeBHarypa, KOTOpas sBJISETCS TAKOM ke
TexHojoruei. Ot1o abOpesBuarypa «Wi-Fi». Takoe Ha3zBaHue ObLJIO JaHO C HAMEKOM Ha
CTaHJapT BbICHINI 3BykoBO TexHukU Hi-Fi, 4T0 B mepeBoie 03HauaeT «BbICOKAsi TOUHOCTh.

Jla, 6ecrutaTHBIN HHTEPHET-IOCTYII B Kae, OTEAX M adpoNopTax SBIACTCS OTIUIHON
BO3MOJKHOCTBIO BBIXOJIa B HHTEpHET. HO MHOTHE 3KCIepThl CYUTAIOT, YTO OOIIEIOCTYITHBIC
WiFi cetu He aBstOTCSA 0€30M1aCHBIMU.



CoBeTsl 110 0€30MmacHOCTH paboTe B 00IIENOCTYMHBIX ceTsix Wi-fl:

1. He mepemaBaii cBoto juuHyl0 HHpOpManuio depe3 obmenoctynueie Wi-Fi cern.
PaGoras B HuX, KenaTeapbHO HE BBOJAWUTH MApOJM JIOCTYHa, JIOTHHBI U KaKUe-TO
HOMeEpa;

2. Vcnonp3yii 1 0OHOBIISI aHTUBUPYCHBIE IPOTpaMMbl U OpaHaMayep. TeM caMbIM Thl
ob6e3omacuirb ceds OT 3aKa4YKu BUPyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkmroun Qynkuuio <<OOwmui noctyn K ¢ainam u
npuHTepam». [laHHas ¢yHKUMS 3aKpbiTa [0 YMOJIYAHHUIO, OJHAKO HEKOTOpbIE
10JIb30BATENU AKTUBUPYIOT €€ JUIsl y00CTBa UCIIOIb30BaHuUs B paboTe WiH yueoe;

4. He ucnonb3yit nyonuunsiii WI-FI nns nepenaun nuuHBIX JaHHBIX, HAIpUMeEp IS
BBIXOJIa B COL[MAJIbHBIE CETU WJIM B JIEKTPOHHYIO MIOYTY;

5. Hnonw3yit Tonbko 3amuiieHHoe coenuHenue uepes HTTPS, a ue HTTP, T.e. pu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B MoOunbHOoM Tenedone otkmoun ¢yHkuuio «llogkmouenne k  Wi-Fi
aBToMarnuecknw». He nomyckail aBTOMAaTHYECKOIrO IMOJKIIIOYEHHsI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormiacusi.

CoumaiabHble CeTH

ConuanbHble CETH AKTUBHO BXOJST B HAllly KU3Hb, MHOTHE JIIOJIM pabOTaIOT U )KUBYT

TaM IOCTOSIHHO, a B Facebook yke 3apeructpupoBa MUIUIHAPA YEJIOBEK, UTO SBJISETCS OJHON

cellbMOM BceX jKHUTeJel IiaHeTbl. MHOrue mnosib30BaTeiayd HE MOHUMAIOT, YTO MH(pOopMalus,

pa3MelieHHasi UMU B COLIMAIbHBIX CETSIX, MOKET ObITh HailIeHa U UCIOJIb30BaHA KEM YTOJHO, B
TOM 4HCJIe He 0053aTeNIbHO ¢ OJaruMu HaMEpEeHUSIMH.

OcCHOBHBIE COBETHI 110 OE30MACHOCTH B COIIUAJIBHBIX CETAX:

1. Orpanuubp cnucok apysed. Y TeOd B JApPY3bsIX HE JIOJDKHO OBbITh CIy4allHBIX W
HE3HAKOMEIX JTIOACH;

2. 3amuinai cBO 4YacTHYIO Ku3Hb. He ykaspiBail maposu, TenedoHsl, aapeca, AaTy
TBOETO POXICHHUS M APYIYIO JUYHYIO WHPOPMAIHIO. 3JIOYMBINUICHHUKA MOTYT
MCTIOJNB30BATh JTake WH(OPMAIMIO O TOM, KaK Thl M TBOW POJUTENN IIAHUPYETE
MIPOBECTH KAHUKYJIBI,

3. 3amnuiai CBOI penmyTaluio - JAEPKHU €€ B YUCTOTE U 3a7aBail cebe BOIMPOC: XOTEI
Obl Thbl, YTOOBI Jpyrue MoJIb30BAaTEIU BUAEIHU, UYTO Thl 3arpyxkaemib? [logymai,
MIPEXJIe YeM YTO-TO OTYOIMKOBATh, HAIUCATh U 3aTPY3UTh;

4. Ecnu Tbl TOBOpHUIH C JIFOJbMHU, KOTOPBIX HE 3HACIllb, HE UCIOJIb3Yil CBOE peabHOE
UMSL U JIPYTYIO JINYHYI0 WH(POpPMAIMU: UMS, MECTO KHUTEIbCTBA, MECTO Yy4eObl U
npouee;

5. Wz0erait pazmemenus pororpaduii B IuTepHETE, T11€ THI M300paXKe€H HA MECTHOCTH,

10 KOTOPOM MOKHO OIIPEJEIUTh TBOE MECTOTIOJIOKEHHE;
6. Ilpu perucrpauvu B COLUANIbHON CETH HEOOXOAMMO MCIIOJIb30BAaTh CJIOKHBIE MapoJid,
cocTosimue u3 OykB v (P U C KOJUYECTBOM 3HAKOB HE MEHee §;

7. Jmst conuanbHOM CEeTH, TIOUTHI U APYTUX CAUTOB HEOOXOAMMO HCIIOIH30BATh Pa3HbIE
napoiu. Torna eciau Teds B370MaIOT, TO 3JI0YMBIIUIEHHUKH TOJyYaT J0CTYI TOJIbKO

K OJJHOMY MECTY, a HE BO BCE Cpa3y.

OnekTpoHHbIC JleHbrn

DNEeKTPOHHBIE IEHbI'M — 3TO OYE€Hb YAOOHBIN CIIOCOO MIIaTEXEH, 0JHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT IOJTYUUTh 3TH JCHBI'U.

SHCKTPOHHBIC JACHbI'M MOABHUIINCHh COBCEM HCIAaBHO U UMCHHO H3-3a 3TOI'O BO MHOTI'UX
rocyaapCrBax 10 CUX IIOP HE NPOIHUCAHO PO HUX B 3aKOHAX.



B Poccun xe oHM (QYHKUMOHUPYIOT U O HUX YK€ MPONUCAHO B 3aKOHE, IJIe HX
pa3ensoT Ha HECKOJbKO BUJOB — AaHOHUMHBIE M HE aHOHMMHbIE. PazHuma B TOM, 4TO
aHOHHMMHBIE 3TO T€, B KOTOPBIX Pa3pelIacTcsl MPOBOAUTH ONepauuu 0e3 MACHTU(PHUKAIIU
10JIb30BAaTENs, a B HEAHOHUMHBIX HUICHTHU(PHUKALUY 0JIb30BaTEls ABJIAETCS 0053aTE€IbHOM.

Taxxke crneayeT pa3iauyarh JIEKTPOHHbIE (UATHBIE NEHBIHW (PaBHBI FOCYAapCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHbIE He(UaTHbIE JEHbIY (HE paBHBI FOCY/IaPCTBEHHBIIN BATIOTaM).

OcHOBHBIE COBETHI 110 O€30MaCHOI paboTe C 3JEKTPOHHBIMU I€HbI'AMHU:

1. TlpuBsbxu K cueTy MOOUIIbHBIN TeaePoH. DTO caMblil yIOOHBIN U OBICTPBINA C1IOCOO
BOCCTaHOBUTH JOCTYI K cyery. [IpuBs3aHHbIN TeaedoH MOMOXKET, eciu 3a0ynenib
€BOM IUIATEKHBIN NapOJib HIIM 3alJICIIb HA CAalT C HE3HAKOMOTI'0 YCTPOWCTBA;

2. Hcnonw3yi omHopasoBbie napoJi. [lociie nepexosa Ha YyCHIIEHHYIO aBTOPHU3ALMIO
TeOe yxe He OyAeT yrpokarb ONMAacCHOCTh KpaXd WJIM IepexBaTa IJIATEKHOTO
napoJs;

3. Beibepu cnoxubiii maposs. [Ipectynaukam OyAeT HE MPOCTO yrauaTh CIOKHBIN
napoJib. HagexxHble maposim — 3T0 mapoJiu, KOTOpbIE coAepKaT He MEHee 8§ 3HAKOB
U BKIIOYAIOT B c€0s CTPOYHbIE U MPONUCHBbIE OYKBBI, LHU(PPbI U HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HAK Jojulapa, (pyHTa, BOCKIMIATENbHBIM 3HAK W T.IL.
Hanpumep, $tROng!s;

4. He BBOM CBOM JIMUHBIE JJaHHBIE HA CaliTax, KOTOPHIM HE JIOBEPSECIIb.

DneKTpoHHas MoYTa

DNEeKTpOHHAs M0YTa — 3TO TEXHOJIOTHSI U PEJOCTABIISIEMBIE €10 YCIYTH 10 IEPECHIIKE
U MOJIYYEHUIO IEKTPOHHBIX COOOIIEHNH, KOTOPBIE paclpeAessitoTCs B KOMIILIOTEPHOM CETH.
OOBIYHO  DJIEKTPOHHBIM MOYTOBBIA SIIIMK BBIMJISAUT  CIEAYIOIIMM  00pa3oM: uMs
noJsib3oBarensi(@ums_jgomeHa. Taxke KpoMe mepelaud MpPOCTOro TEKCTa, HMEeTcs
BO3MOXHOCTb IIepeaBaTh (ailsibl.

OcHOBHBIE COBETHI 110 O€30MaCHOM paboTe C IEKTPOHHOM MOYTOM:

1. Hapno BbIOpaTh NpaBuiIbHBIN IOYTOBBIHN cepBHC. B HHTEpHETE €CTh OTPOMHBIN BBIOOD
OecIJIaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO JIY4Il€ I0BEPSATH TEM, KOTO 3HACIllb U KTO
IIEPBBIN B PEUTHHIE;

2. He yka3bIBail B IMYHOHN NOYTE JUYHYIO HH(popmanuio. Hanpumep, sydiiie BoIOpaTh
«MY3bIKaIbHBINA (aHaT@» ninmn «pok2013» Bmecto «temal3»;

3. Hcmonw3yil NBYXATAaMHYH aBTOPHM3AIMI0. DTO KOTJa TOMHMO TMAapoJii HYKHO
BBOJIUTH KOJI, TPUCHIIaeMbIil I0 SMS;

4. BpiOepu CIIOXHBIN Mapoib. s KaXa0oro MOYTOBOTO SIUKA JOJDKEH OBITH CBOMU
HAJICXKHBIM, YCTOMYHBBIN K B3JIOMY [1apOJIb;

5. Ecnm ectb BO3MOXKHOCTh HAMCaTh CaMOMY CBOM JIMYHBIA BOIIPOC, UCIIOJIb3YH 3Ty
BO3MOYHOCTB;

6. Vcnonp3yil HECKOJBKO IMOYTOBBIX SIIMKOB. [lepBbIi 1 4acTHOW NHEPENUCKU C
ajgpecataM, KOTOPbIM ThI JOBEpsielllb. JTO DSJIEKTPOHHBIA aapec HE HaIo
MCII0JIb30BaTh [P perucTpanuu Ha GopyMmax u carax;

7. He oTkpeiBaii (haiiyibl U APyryue BIOKEHUS B MUChMaX JAXKe €CIM OHH MPHUILTH OT
TBOMX Apy3ei. Jlydie yrouyHu y HUX, OTIPABIISIIN JIM OHU TeOe 3TH (aiiibl;

8. Tlocne oxoHuaHus pabOTHl HAa MOYTOBOM CEPBUCE IEpPE] 3aKPHITUEM BKIIAJKU C
caiToM He 3a0y/lb Ha)KaTh Ha «BBIATIY.

KubepOynnuHr mim BUPTyaabHOE U3/1€BATEIbCTBO



KubepOynnuar mpeciiemoBaHne COOOIICHHUSAMH, COACPKAIIUMU OCKOPOJICHUS,
arpeccuio, 3alyruBaHHe; XyJUTaHCTBO; COIMAJbHOE OOWKOTHPOBAaHHWE C MOMOIIBIO
PA3JIMIHBIX UHTCPHET-CCPBHUCOB.

OcHOBHBIE COBETHI 10 OOPHOE ¢ KNOEPOYIUITMHIOM:
1.

He Opocaiics B 60it. JIydmnii crioco0: mocoBETOBAThCS Kak ce0s BECTH U, €CIIU HET
TOT0, K KOMY MOKHO OOpaTUThCS, TO BHadajie YCHOKOUThbCS. Eciu Thl HauHellb
OTBEYaTh OCKOPOJEHUSAMH Ha OCKOPOJICHUS, TO TOJBKO €IIe OOJIbIIE Pa30AOKeIlb
KOH(DIUKT;

VYnpasisii cBoelt kubeppenyTaiuei;

AHOHMMHOCTh B ceTd MHUMas. CyllecTBYIOT CHOCOOBI BBISICHUTb, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

He crout Bectu xynuranckuii o0pa3 BUpTyaiabHOH xkU3HU. VIHTepHET ukcupyer Bce
TBOM JICUCTBHSI M COXPAHSET UX. Y AAIUTh UX OyJEeT KpaiHe 3aTPyAHUTEIIBHO;
Colmromaii cBO# BUPTYAIbHYIO YECTh CMOJIONY;

Urnopupyit emuanunblii HeratuB. OIHOPa30BbIE OCKOPOWUTETBHBIE COOOIICHUS
Jy4iie urHopupoBath. OOBIYHO arpeccusi MpeKpallaeTcss Ha HaualbHOM CTa/luu;

ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIIEHUSIMU, B COITUATBHBIX
CEeTSIX €CThb BO3MOXKHOCTb OJIOKMPOBKHM OTIPABKU COOOILIEHUN C OINpeAeTIeHHBIX
aJpecoB;

Ecnu Te1 cBuzmerens kubepOymnunra. TBOM JEHCTBUSA: BBICTYNHTb HPOTHUB
npecieaoBarens, MoKa3aThb €My, YTO €ro JEHCTBUS OLIEHMBAIOTCS HEraTHBHO,
MOJJIEPKaTh JKEPTBY, KOTOPOM HYXKHa ICUXOJOrMYEcKass MOMOIIb, COOOIIUTH
B3POCJIBIM O (paKTe arpecCUBHOTO MOBEJEHUS B CETH.

MoOunbHbIl TeaedoH

CoBpemenHnble cMapT(GOHBI W TIIAHIIETHI COJEP’KaT B ceOe BIOJTHE B3POCIBINA
(yHKIIMOHAJ, W TEMeph OHU MOTYT KOHKYPHPOBAaTH CO CTAallMOHAPHBIMH KOMITBIOTEPAMH.
OpnnHako, CpencTB 3amIUThl ISl TOJOOHBIX YCTPOMCTB TMOKAa OYEHb Majo. TecTHpOBaHUE
MOUCK YSI3BUMOCTEH B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak s IIK, To ke camoe
KacaeTcsi 1 MOOMIIbHBIX MPUIIOKCHH.

CoBpemeHHbIE MOOMIIbHBIE Opay3epbl YK€ NPAKTHUECKU JIOTHAJIM HACTOJIbHbIE
aHAJIOTH, OJIHAKO paciiupeHue (yHKIHMOHAIa BIEYET 3a COOO0W OOJBIIYIO CIOKHOCTH H
MEHBUIYIO 3alUIIEHHOCTb.

Jlanexo He BCE MPOM3BOAUTENN BBIMTYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTUUECKHE
YSA3BUMOCTH JIJISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIs1 0€30TTaCHOCTH MOOMIILHOTO TesieoHa:

I.

2.

3.
4.
3.

Huyero He sBisieTcs mo-HacTosleMy OecriaTHbIM. Byib 0cTOposKeH, Belb KOorjaa
Tebe mpearalT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT ObITh CKPBITBHI Kakue-TO
IJIaTHBIE YCIIYTH;
Hymaii, npexjie ueM otnpaBuTh SMS, ¢poTo ninu Buaeo. Thl TOUHO 3HACIIb, /1€ OHU
OyayT B KOHEYHOM UTOTre?

Heo0xoaumo 00HOBIIATH ONEPAIMOHHYIO CUCTEMY TBOETO CMapTQoOHa;
Hcnonb3yit aHTUBUPYCHBIE TPOIPaMMBI /1711 MOOMIIBHBIX TEIE(POHOB;
He 3arpyxail npuiio)keHHss OT HEU3BECTHOTO HCTOYHHUKA, BEIb OHH MOTYT
COJIepKaTh BPEIOHOCHOE MPOTPaMMHOE 00eCIICUEHHE;
[Tocne Toro xak Thl BBIMJEIID C caifTa, IJie BBOAWI JIMYHYIO HH(OpMAIHIO, 3ai11 B
HacTpoitku Opay3epa u ynanu cookies;
[leproauuecku mpoBepsiii Kakue MIaTHbIE YCIYrd aKTUBUPOBAaHbI HA TBOEM HOMEPE;



8. JlaBait cBoif HOMEP MOOMIIBHOTO TesieOHA TOJIBKO JIOSIM, KOTOPBIX ThI 3HACIIH U
KOMY JIOBEPSICIIb;

9. Bluetooth gomkeH ObITH BBIKITIOYEH, KOT/a Thl UM HE TOJIb3yemibes. He 3a0biBaii
WHOTJIA TIPOBEPSITH ITO.

Online urpst

CoBpeMeHHbIE OHJIAMH-UTPBI 3TO KpacoOYHbIE, 3aXBaThIBAIOLINE pa3BJICUYCHUS,
00BeAMHSIIOIINE COTHU ThICSY YEJIOBEK 10 BceMy Mupy. rpoku uccieayoT JaHHbIH UM MUP,
0O0IIaI0TCs IPYT € IPYTOM, BBIIOJIHAIOT 3a/1aHMs, CPAsKAIOTCS C MOHCTPAMU U [10JIy4arOT OIIBIT.
3a yl0BOJbCTBUE OHM ILJIATST: MMOKYNAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM IPpUOOpeTaroT
KAaKHe-TO OIIIHH.

Bce atu cpeactBa uAyT Ha mojiepKaHUE U PAa3sBUTUE WIPHI, a TaKXKe Ha camy
0€30MacCHOCTh: COBEPUICHCTBYIOTCS CHUCTEMBbl ABTOPH3IINM, BBITYCKAIOTCSI HOBBIE MAT4H
(urdpoBkle 3amIaTKy Ui IPOrpaMM), 3aKpPIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX urpax CTOUT OIacaTbCA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaKu
TBOCTO IMapoJisd, Ha KOTOPOM OCHOBAaHa CUCTEMA aBTOpHU3aAllUU OOIBITMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30MMACHOCTH TBOEIO UTPOBOI0 aKKAyHTa:

1. Ecnim npyrodt urpok BemeT ce0s IJIOXO WJIM CO3/aeT Te0e HENmpHUSTHOCTH,
3a0JI0KUPYH €T0 B CITUCKE UTPOKOB;

2. Iloxamyics aIMUHHCTPATOpaM MWIPhl HAa IUIOXO€ IIOBEJIEHHUE OSTOT0 HUIPOKa,

JKeJIaTeIbHO MPUIIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BU/I€ CKPUHOB;

He ykaspiBail tuunyto nndopmaiuio B npodaiisie urpsi;

VYBaxkail Ipyrux y4aCTHUKOB I10 UIPE;

He ycranaBnuBaii HeopummanbpHbIe TATYU U MO/IBI;

Hcnonp3yit CIOXKHBIE U pa3HbIE TAPOJIH;

N n kW

Jlaxxe BO BpeMs UIPbl HE CTOMUT OTKJIIOYaTh aHTHBUpPYC. [loka Tel urpaens, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.

@UIIMHT WM KpaXka JUYHBIX JaHHBIX

OObIYHON KpaXked JeHer U JIOKYMEHTOB CEroJiHS YK€ HMKOTO0 HE YIUBUIIb, HO C
pPa3BUTUEM HHTEPHET-TEXHOJOTUN 3JIOYMBINUIECHHUKH IEPEMECTHIINCh B HWHTEPHET, H
IIPOJIOJIKAIOT 3aHUMATHCS «TFOOUMBIM» JIETIOM.

Tak nosiBuiach HOBasi yrpo3a: MHTEPHET-MOILIEHHUUECTBA WK (DUIIMHT, IJ1aBHASI LEb
KOTOPOTO COCTOMT B MOJIYYEHUN KOHPUISHIUAIbHBIX JAHHBIX M0JIb30BaTEIe — JIOTUHOB U
napoJieil. Ha anrnmiickom si3pike phishing unraercs kak ¢umunHr (ot fshing —— priOnas
JIOBJIs, password — mapoJib).

OcHOBHBIE COBETHI 10 OOPHOE € HULITMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Ecinu Thl mojo3peBaelb, 4To TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKUpPOBAaTh €€ U COOOUIUTH aAMHHHCTpaTOpam
pecypca 00 3TOM Kak MO>KHO CKOPEe;

2. Ucnonwe3yit Oe3omacHble BEO-CAThl, B TOM 4YHCIE, HWHTEPHET-MAra3uHoB |
MTOMCKOBBIX CHCTEM;

3. Hcmonw3yil cnokHBIC U pa3HbIe Maposid. Takum 00pa3om, eciu Te0s B3JOMAaroT, TO
3TIOYMBIIIJICHHUKH TIOJy9aT JOCTYII TOJBKO K OJTHOMY TBOEMY IpPOQWIIO B CETH, a
HE KO BCEM;



4. Eciun Tebg B3JIOMaMd, TO HEOOXOJWMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE I00aBJICHBI y T€Os B IPY3bSIX, O TOM, YTO TEOS B3JIOMAJU U, BOZMOXKHO, OT
TBOEro UMEHU OyJIeT pacchlIaThCs CIaM M CChUIKH Ha (DUITMHTOBbIE CANThI;

5. VYcranoBu HaaexHbli napoib (PIN) Ha MoOMIIBHBIN TenedoH;

OTkir0uM coxpaHeHHe mapoJis B Opaysepe;

7. He oTkpseiBail (aiisibl U Jpyrue BIOKEHUS B MUChbMaX Ja)Ke €CIIM OHM MPUILIU OT
TBOUX Jpy3ei. Jlydilie yrouHH y HUX, OTIIPABJISIIN JIM OHU TeOe 3TU (ailibl.

>

Ludposast pemyTarius

udposas penyranus - 3T0 HEraTUBHAs WIM MTO3UTUBHAs HH(GOpMaLUs B CETH O Tebe.
Kommnpomerupytomas nHpopmanus, pasMelieHHasi B UHTEPHETE MOKET CEPbEe3HBIM 00pazoM
OTpa3UThCs Ha TBOEH peanbHOM ku3HU. «{udpoBas penyranus» - 3T0 TBOM UMUK, KOTOPBIH
¢dbopmupyercs u3 nHdopmanuu o Tede B UHTEPHETE.

TBoe MecTO IKHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE TMOJOKEHHE, OCOOCHHOCTH
XapaKTepa M paccKasbl 0 OJIM3KUX — BCE ATO HAKAIIMBACTCS B CETH.

MHorue noApOCTKH JETKOMBICIIEHHO OTHOCATCS K MyOJUKAIIMK JTUYHOW HH(POPMALIUN
B MHTepHeTe, HEe MOHMMAasi BO3MOKHBIX MOCIEACTBHI. Thl Jaxe HE CMOXKEUIb JOTaIaThCs O
TOM, 4TO (oTorpadusi, pa3MenieHHas S5 JeT Ha3aj, CTajia MPUYNHON OTKa3a MPUHSTH TeOS Ha
pabory.

KomMmenTtapuu, pasmenieHue TBoux (ortorpaduii u apyrue JOEHCTBUS MOTYT He
UCYE3HYTh JaXXe IOCJIE€ TOro, Kak Thl UX YAalullb. Tbl HE 3HA€llb, KTO COXPAHWI 3Ty
MH(OpMaIIHIO, IIOTIaJa JIM OHA B IIOMCKOBBIE CUCTEMBI U COXPAHUJIACh JIX OHA, a [VIABHOE: YTO
MOAYMaroT 0 Tede OKpYKarolllee JII01, KOTOpble HAalAYyT U yBUIAT 3T0. Haiitu nndopmanuio
MHOTO JIET CITyCTSl CMOJKET JIt000i — Kak U3 J00pBIX MOOYXKIEHUH, TaK U C HAMEPEHHEM
MPUYMUHUTB Bpea. ITO MOXKET ObITh KTO YTOJHO.

OcCHOBHBIE COBETHI M0 3aUIUTE HUPPOBOM pemyTaluu:

1. Tlomymaii, npexzae 4yem 4To-TO IMyOJIMKOBaTh U IepeaaBarh y cedst B Ojore uiu B
COITMAIBHOM CETH;

2. B nHacrtpoiikax npo¢uiisi ycTaHOBU OIPaHUYEHUS Ha IPOCMOTP TBOErO Mpopuiis 1
€ro COJIEPKUMOT0, CACIAN €ro TOJIbKO «UIs APY3Eh»;

3. He pasmemail um He yka3piBaili uHGpOpMaLUIO, KOTOpash MOXKET KOro-Jnbo
OCKOPOJIATH U OOMIKATh.

ABTOpCKOE ITpaBo

CoBpeMeHHbBIC TIKOJIBHUKA— AaKTHBHBIC MOJIH30BATENN IU(GPOBOTO MPOCTPAHCTBA.
OpHaKo Jaieko HE BCE 3HAKOT, YTO MOJIb30BAHHE MHOTMMH BO3MOYKHOCTSIMHU IU(POBOTO MUpa
TpedyeT coOI0ICHHS TTPaB HAa MHTEIUIEKTYATbHYI0 COOCTBEHHOCTD.

TepMHH «MHTEIEKTyallbHass COOCTBEHHOCTb» OTHOCHUTCSA K Pa3IMYHBIM TBOPEHUSIM
YeJI0BEYECKOro yMa, HauyuMHas C HOBBIX H300peTeHMH U 3HAKOB, O0OO3HAYAIOIIKUX
COOCTBEHHOCTh HA NPOAYKTHI M YCIYTM U 3aKaHyuBasg KHUramu, Qororpadusimu,
KMHO(UIBMaMU U MY3bIKJIbHBIMU ITPOU3BEICHUSMU.

ABTOpCKHE IIpaBa — 3TO I[IpaBa Ha MWHTEIUIEKTyaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JTUTEPATYPbl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYNAKOT B Ka4eCTBE
rapaHTUU TOTO, YTO UHTEJUIEKTYaJIbHbBIN/TBOPUYECKUH TPy aBTOPA HE Oy/IE€T HApacCHbIM, 1aCT
€My CIpaBeIIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yjbTaTaX CBOETO TPyHa, MOJYyYUTb
M3BECTHOCTH U Npu3HaHue. Hukro Oe3 paspeleHuss aBTopa HE MOKET BOCIIPOU3BOJIUTH €ro
MIPOU3BEACHUE, PACTIPOCTPAHATH, TYOJIUYHO JEMOHCTPUPOBATh, MPO1aBaTh, UMIIOPTUPOBATH,



IMIyCKaTh B ITPOKaArT, Hy6J'II/I‘IHO HCIIOJIHATSH, MMOKa3bIBATL/UCHOIHSITE B 3(1)I/Ip€ HJIK pa3MClIaTh B
WNHtepHere.

Hcnons3oBanne «IUPaTCKOT0» MPOTPAMMHOTO OOECIEUYCHHS MOKET IPHBECTH K
MHOTHM pUCKaM: OT IOTEPU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOETO YCTPONCTBA,
I7Ic YCTAaHOBJICHHBIN HE JieTalibHast mporpamma. He ctout Takke 3a0bIBaTh, YTO CYIIECTBYET
JierayibHbIe U OECIUTaTHBIC TPOTPAMMBI, KOTOPHIE MOYKHO HAWTH B CETH.

O noptcue

CereBUYOK.p) — TBOW TJIABHBIM COBETYMK B CETH. 3JE€Ch Thl MOXEIIb y3HATh O
0€30MacCHOCTH B CE€TH MOHATHBIM U IOCTYITHBIM S3bIKOM, a IIPU BOZHUKHOBEHUU KPUTUYECKOM
CUTYalluu OOpaTUTHCS 3a COBETOM. A TaKk)Ke NPUHATh y4acTHE B KOHKYpCaX M CTaTh CaMbIM
1M (POBBIM I'pakTaHUHOM!



